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Synopsis: ) It ig the opinion of the Office of the General
Counsel (OGC) that this matter must be reported to the
Intelligence Oversight Board (10B)and to the Inspection Division
CINSD), FBIHQ. OGC will prepare and deliver the necessary
correspondence to the 10B. our analysis follous.
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Details: M As reported by the Counterterrorism
Electronic Communication (EC) dated 09/15/2004, op}-~

on
“who are each a United
States person as that term is used in Section 101({) of the

Foreign Intelligence Surveftlance Act of 1978 (FISA).¥1° On
ﬁnbtaimd authorization from the Foreign
i i 2.t instali I

bl
= 15} b2
! b6
Drl ) Icase agent contacted the
Technical Squad and sdvised them that FISA authority would b7R
expire on and to disable the line appropriatsty. b7C

Yhereafter i Intet l igence Anatft flff b7E

"{5)
X) Onl 1A noted through a review of
_Telephone Applications that the collection | |
Tire ™[ &)
ISupervisury special Agent, Technical Squad, was notified
! immediately and on that date took the necessary steps to disable
the line.

E] Subsequently it was determined thacl
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)6) Upon discovering the error oi I
Case Agent immediately notified the Counter isy Squad
Supervisor who then briefed the appropriate ivision

management and the FB] Headquarters CTD/1T0S 1/CONUS 1/Team 2

Sunecvisory Soscinl ggent

t8)

(U)Xﬁ Measures have been taken byEto prevent a
rt.. sence of this error. The Technical Squad’s personnel have
been instructed in the proper procedures ard the need for
vigilance in a handiing all Court authorized technicatl
surveiltance and the need for attentiveness to ull aspects of
technical collection.

(U) Section 2-56 of the Hatfonal Foreign Intellipence
Program Manual (NFIPM) requires 0GC to determine whether the
facts rolated above are required to be reported to the 10B.
Section 2.4 of Executive Drder (EO) 12863, dated 09/13/1993,
mandates that Inspectors General and General Counsel of the
Intelligence Community components (in the FBI, the Assistant
birector, INSD, and the General Counsel, OGC, respectively)
report to the 10B "concerning intelligence activities that they
have reason to balieve may be unlawful or contrary to Executive
e
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order or Presfdential directive."

N Applying these principles to the case at hand, the 0GC
conc i i

was a violation of The Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligence
Collection (NS1G), Section V.14, and the Foreign Inteltigence
Surveillance Act

‘ Uﬁen the autForlzaElon n

on on the
~{though.the
FBI terminated the device in a timely manner, cotlection was
inadvertently reinitiated contrary to the authorization by the US
FISC. Consequently, in accordance with E.0. 12863 and Section 2-
56 of the NFIPM, the inadvertent error must be reported to the
10B, which this Office will do.

LEAD (s):

Set Lead 1: (Info)
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(V) Read and Clear.
‘set’ Lead 2z (Action)
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(U)y For action deemed appropriate.
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*LFOOTNOTES**  (T7)

1172 X A United States person is defined in Section 101(i)
of the
Foreign Inteltigence Surveillance Act (FISA)(codified at 50 U.S.C.
1801 et
seq.) as a citizen of the United States jor ™ an alien lawfully admitted
for
permanent residence (as defined in sectfon 101¢a)(20) of the Immigration
and
Naturalization Act) . . . . See also Section I1.C of The Attorney General’s
Guidelines for FB1 National Security Investigations and Foreign Intelligence

Collection (NSIG). ’
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Should you or any member of your staff requlre
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience. {(U)

Sincerely,

Julie F. Thomas
Deputy General Counsel

1 - The Honorable Alberto R. Gonzales
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James A. Baker
Counsgel, Office of Intelligence Policy and Review
U.S. Department of Justice
Room 6150
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Oevaxt  (RIQON,
Tesidential telephone was serviced b
had confirmed that the telephone

' on in accordance with the FISC order,
[::::::]discontinued technica i noe nf traroatq!? b7A
- b7c
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Intelligence Analyst (TA) queried the
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immediate%%sg?d on that date took the necessary steps to disable
the line. o -
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Upon discovering the error on] | appropriate b1

management pergonnel were notified at/ \and_aL_FBI b2
b7A

< \I:S) b7

Measures have been taken byl lto prevent a
recurrence of this error including instruct1ng| ITechnical
Squad’s personnel in the proper procedures and e need for -
vigilance in a handling all Court authorized technical b2
gurveillance and the need for attentiveness to all asgpects of
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technical collection. QQ(U) ,

Though inadvertent, the over collection viclated 50
U.S8.C. 1842(c) (2) and The Attorney General’s Guidelines for FBI
National Security Investigations and Foreign Intelligence

 Collection. (%) (0)

This matter also has been referred to the FBI's
Inspection Division for action deemed appropriate. (U)
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