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DATE: 10-05-2005

CLABSIFIED BY 65179/DMH/JW/05-Cv-0845

REASON: 1.4 (C)

DECLASSIFY ON: 10-05-2030 »

ALL TINFORMATION CONTATNED
HEREIN IS UNCLASSIFIED EXCEPT
WHERE SHOWN OTHERWISE

BY COURIER

Mr. James Langdon

Chairman

Intelligence Oversight Board
Room 5020 _
New Executive Office Building
725 17th Street, N.W,
Washington, D.C. 20503

Dear General Scowcroft:

This letter forwards for your information a self-
explanatory enclosure entitled, "Intelligence Oversight Board
(IOB) Matter, IOB 2004-85." ()

The enclosure sets forth details of investigative
activity which the FBI has determined may have been contrary to
the Attorney General’s Guidelines for FBI National Security
Investigations and Foreign Intelligence Collection and/or laws,
Executive Orders, or Presidential Directives which govern FBI
foreign counterintelligence and international terrorism
investigations. (U)
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Should you or any member of your staff require
additional information concerning this matter, an oral briefing
will be arranged for you at your convenience.

Sincerely,

Julie Thomas
Deputy General Counsel

Enclosure

1 - The Honorable Alberto R. Gonzale:z
Attorney General
U.S. Department of Justice
Room 5111

1 - Mr. James Baker
Counsel, Office of Intelligence Policy and Review
U.S. Department of Justice

Room 6150
SEeRET
INTELLIGENCE OVERSIGHT BOARD (IOB) MATTER b2
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subject who was actually the target of the order issued by the
Foreign Intelligence Surveillance Court (FISC).
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TEPUITAOIE CU Ul INCeI I IgenceuversIgnrc—noard under

the terms of Executive Order 12863. In addition, it has been
referred to the FBI’s Inspection Division, Internal
Investigations Section for any action that is deemed appropriate.
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Precedence: PRIORITY Date: 03/22/2005
To:: Attn: SAC
cbe
Counterterrorism Attn: 170§ b2
$SA b6
Inspection Attnz IS
bIC
T 1 :
bTE
from: General Coungel
NSLB/CTLU 1/Room 7975
Contact: l ALL INFORMATTON CONTAINED
HEREIN LB UNCLASSIFLED EXCEPT
Approved By: Thomas Julie F WHERE BHOWN OTHERWISE 4/
bé )
bs
DATE: 09-27-2005
CLASSIFIED BY 65179/DMH/JW/05-Cv-0845
Case ID #: (U) 278-HQ-C1229736 (Pending) REASON: 1.4 (C) @,
w 275!]75423 (Pending) b2 DECLASSTFY ON: 09-27-2030 \
b7E

Titlez (1) s

S|

IRTELLIGENCE OVERSIGHT BOARD MATTER

(UJ 108 2004-85

Synopsis: ‘%) 1t is the opinjon of the Office of General
Counsel (0GC) that the mbove referenced matter must be reported
to the Intelligence Oversight Board (10B) and to the FB!
Inspection Division, Internal Investigations Section. Our
analysis follows. ’
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Reference: {SY 278-HQ-C1229736 Serial 1904
) 27! 5423 Serial 47 b7E
(s

Detajis: ){). Py b1
Court (FISC) orde b2
(hereinafterl lreceived authority for g Pen- b5
Raai ce (PR/TT) for flClliﬂe be
t of an investigatTHIT UMM ”:S:.
b7A
a U.S. person (USPER), b7¢c
e Attorney General’s Guidelines for FBI b7E

National Securlty Investigations and Foreign Inteltigence

Collection (NSIG or the Guidelines).§1° The order authorized the
PR/TY to begin and it was to be terminated .
ol .
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(U) ¥) consistent with the requirements of Executive
Order (E.D.) 12843 and Section 2-56 of the Kational Foreign
Intelligence Program Manual (NFIPM), OGC was tasked to determine
whether the surveillance error described here is a matter which
must be reported to the 10B. We conclude that it must. Section
2.4 of E.O. 12863, dated D9/13/1993, mandates that Inspactors
General and General Counsel of the Intelligence Community
component€ (in the FBI, the Assistant Director, Inspection
pivision, end the General Counsel, OGC, respectively) report to
the 10B all information concerning intetligence activities that
they have reason to believe may be unlawful or contrary to
Executive order or Presidentigl directive.

W) Titte 18, United States Code, Section 2511(2)¢(F)

states that the procedures contained in the FISA and Titte IfI of
S?}é‘l
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the 1968 omibus Crime Control Act (s amended by the Electronic
Comrunications Privacy Act) shall be the exclusive mesns by
which electronic surveillance . . . and the interception of
domestic wire and oral communications may be conducted.
Additionally, Section 2.5 of E.O. 12333 providea that,
Ve"lectronic surveillance, as defined in the Foreign
Intetligence Surveillance Act of 1978, shall be conducted in
accordance Wwith that Act, as well as this Order. Under Title
50, United States Code, Section 1802(b), the FISC is authorized
to grant an order approving the slectronic surveillance of a
foreign power or an agent of a foreign power for the

purpases of obtaining

foreign {ntelifgence information. Under the pertinent

FISA definition, the term electronic surveillance means, the
acquisition by an electronic, mechanfcal, or other surveillance
device of the contents of any wire communication to or from a
person in the United States, without the consent of any party
thereto, ff such acquisition occurs in the United States... S0
u.s.C. 1801(f)(2).

{1 -
"‘){) In this instance, it is clear that as a
congequence of on error on the part of a communications carrier,

i
he FISC. Even thoug| as diligent in its
ECOVEry ©

of _ b
fthe Forefgn Inteltigence Surveillance b5
Act or Executive Order 12333. Consgquently, in accordance with BTE

E.0. 12843 and Section 2-56 of the umn,m

Eto the 108, which thié Office wui . pare
an appropriate cover {etter and an LHM for the Deputy General
Counsel to report this matter to the 108.

V1 )Q(A United States person is defined in section I1.W of
the Guidelines as an individual who is . . . Ya~ United States citizen
S
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or . . » 8 permanent resident alien . . . . This regulatory definition
is
baged on the definition of a United States person as that term is used

section 101¢i) of the Foreign Intelligence Surveillance Act (FISA), 50 U.S.C.

1801 et seq. The latter states, in pertinent part, that a United States
person means B citizen of the United States Jor’ an alien lawfully admitted
for permanent residence (as defined ih section 101¢(s)¢20) of the Immigration
and Naturalfization Act) . . . .

LEAD(s):

Set Lead 1: (Discretionary)

—
]

b2

(u)- Coordinate with FBIKQ, the Counterterrorism
pivision, 1705 I, CONUS 1V, to ensure that bs
b7E

| are collected, sequestered, sealed and delivered ta G
1v for submigsion to the Office of Intelligence Policy and
Review, Department of Justice, for dastrug:tion.
Set Lead 2: (D-iacretionary)
INSPECTION
AT WASHIRGTON, DC
(U} For appropriate action.
set Lead 3: (Info)
COUNTERTERRORISH

AT WASHINTON, D.C.

(U) For information only.
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